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WHOIS
Hey, | am Roman
« Systems engineer with Nokia
«  Working on model-driven network automation

* Love open source communities and contribute to them:
containerlab, scrapligo, gnmig, ...

» Active on twitter: @ntdvps
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https://containerlab.srlinux.dev/
https://github.com/scrapli/scrapligo
https://gnmic.kmrd.dev/
https://twitter.com/ntdvps

How do we run networking labs today?

Network emulation SW VM orchestrators Custom automation solutions
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€ Purpose built & proven @ Common in Med/Large Ent € Tailored for you

€» Free versions available

@ U @ Reaqs. integration effort @ Tailored for only you
WML @ VM centric
weak containers support @ Clean datapath is challenging

@ Heavy and not open @ Mo Ul no CLl

e Ui
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Benefits of using container-based labs
What do we gain by moving away from VMs?

Git friendly

Labs collaboration, sharing,
versioning via Git repos

Familiar container features

File binds, port exposure,
entrypoint/cmd manipulation

Image store & versioning
Network nodes are packaged

as container images and

pushed to an image store

Light & fast deploy

8 node Clos topology fits in a 5
2vCPU/8GB RAM VM

Cl/CD

Suitable to runin CI/CD
pipelines thanks to zero
dependencies, fast start and
declarative definition

Containerized NOS support
Nokia SR Linux, Arista cEOS,

Juniper cRPD, Cumulus VX,

FRR

NOKIA
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Containerlab
Role & purpose

containerlab provides a framework and CLI for setting up networking labs with
container-based nodes.
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3/5-stage CLOS topologies Arbitrary topologies

containerlab.srlinux.dev
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https://containerlab.srlinux.dev/

Containerlab

Basics
Install containerlab Getting to know Deploy and manage
topology definition 3 1ab
syntax
Packagin
Access & configure Configuration and SIre
lab nodes persistency sharing
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Containerlab
Learn by doing

Let’s get on a journey
Creating Nokia SR Linux + Arista cEOS BGP route-reflection lab

Arista cEOS
100: 3 100:
10.0.0.1 o 10.0.0.3 (RR)
A 192.168.12.0/30 ﬂ.1 192.168.22.0/30 2 %
srlinux gobgp
et iBGP -------ocooe - PPt iBGP ------------ >

«—192.168.100.1/32 ‘—‘ route-refiector e 192.168.100.1/32

& =

AS 4200000000 Nokia SR Linux goBGP
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Installation

bash -c "$(curl -sL https://get-clab.srlinux.dev)"

Downloading https://github.com/srl-labs/containerlab/releases/download/v@.16.2/containerlab 0.16.2 linux_amd64.deb
Preparing to install containerlab ©0.16.2 from package

Selecting previously unselected package containerlab.

(Reading database ... 68843 files and directories currently installed.)

Preparing to unpack .../containerlab ©0.16.2 linux_amd64.deb ...

Unpacking containerlab (0.16.2) ...

Setting up containerlab (0.16.2) ...

. (L) |1 K
R . - |1 -
/) NN DL N ) LN
(G I G G o I I B G A B |((|||_))
| VNS TR O N O A O ) O VY )

. Supported platforms

commit: 308730 .
date: 2021-08-11T06:22:45Z
source: https://github.com/srl-labs/containerlab .

rel. notes: https://containerlab.srlinux.dev/rn/0.16/#0162
NOKIA
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https://containerlab.srlinux.dev/install/

Containerlab
Getting to know topology definition syntax

laaC approach
Lab topology is defined in YAML

lab.clab.yaml

name: mylab

topology:
nodes:

links:

B CONTAINERIab

topology definition file
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https://containerlab.srlinux.dev/manual/topo-def-file/

Writing topology definition
Basic nodes configuration

Node definition container.
Container name will be the node name. Read more

Kinds define the flavor of the node, it says if the node is a specific

containerized Network OS or something else.
name: rr N>
Read mode
topology:
nodes:
srlinux: .
kind: srl . Image specifies container image to use for this node.
image: ghcr.io/nokia/srlinux e el

topology definition file
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https://containerlab.srlinux.dev/manual/topo-def-file/
https://containerlab.srlinux.dev/manual/nodes/
https://containerlab.srlinux.dev/manual/kinds/
https://containerlab.srlinux.dev/manual/nodes/

Writing topology definition
Add nodes

. rr

s srl
1 ixré
: ghcr.io/nokia/srlinux

: ceos
: ce0s:4.25.0F

& [

srlinux gobgp

:linux
: ghcr.io/hellt/network-multitool

topology definitionfile 1 mmm e — oo
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https://containerlab.srlinux.dev/manual/topo-def-file/

Writing topology definition
Add links

. rr

& [

srlinux gobgp

["srlinux:e1-1",
["ceos:eth2", "gobgp:

~_Linux interface name

— - - = - = = = - - -
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https://containerlab.srlinux.dev/manual/topo-def-file/

Containerlab

Deploy

containerlab deploy -t rr.clab.yml

domedmmmmmmecemeeeoa-
| # | Name
domedmmmmmmecemeeeoa-
| 1 | clab-rr-ceos

| 2 | clab-rr-gobgp

| 3 | clab-rr-srlinux
domedmmmmmmecemeeeoa-
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| ceos:4.25.0F | ceos |
| ghcr.io/hellt/network-multitool | linux |
| ghcr.io/nokia/srlinux | srl

+ —— — + — +

———————————————— dmmemmemmemcemeeeeeoog
IPv4 Address | IPv6 Address
———————————————— dmmemmemmemcemeeeeeoog
172.20.20.2/24 | 2001:172:20:20::2/64 |
172.20.20.3/24 | 2001:172:20:20::3/64 |
172.20.20.4/24 | 2001:172:20:20::4/64 |

———————————————— R T

https://containerlab.srlinux.dev/quickstart/#deploying-a-lab NOKIA



https://containerlab.srlinux.dev/quickstart/

Containerlab
Access lab nodes

clab-rr-ceos | b58c42293c82 | ceos:4.25.0F
clab-rr-gobgp | ©419fbal976c | ghcr.io/hellt/network-multitool
clab-rr-srlinux | 244aa33b261c | ghcr.io/nokia/srlinux

1 exec container process

docker exec -it <process-name>

Example:
1) docker exec -it sr_cli

2) docker exec -it bash
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——————— S
Kind | Group | State | IPv4 Address | IPv6 Address

——————— S
ceos | | running | 172.20.20.2/24 | 2001:172:20:20::2/64 |
linux | | running | 172.20.20.3/24 | 2001:172:20:20::3/64 |
srl | | running | 172.20.20.4/24 | 2001:172:20:20::4/64 |
——————— S

2 connect to SSH server

ssh <user>@<address>

Example:
1) ssh admin@clab-rr-ceos

2) ssh admin@172.20.20.4

NOKIA



Containerlab
Configuring nodes

Connect to the CLI and do it the old Prepare config snippets in JSON/YAML  Prepare config file and mount it by the
way and let gnmic do its magic path the NOS expects to read config
from

3rd party cfg mgmt tools

Coming soon...
Scrapli
Ansible

Nornir
etc

15 © 2021 Nokia NOKIA



Containerlab
Artifacts & saving configuration (SRL example)

When containerlab deploys a lab it creates a Lab Directory in the current working directory.

This directory is used to keep all the necessary files that are needed to run/configure the
nodes.

~/demo/clab-rr$ tree -L 2

configuration artifacts

clab-rr > containerlab save -t rr.clab.yml
— ansible-inventory.yml
— ca INFO[0P0OO] Parsing & checking topology file: rr.clab.yml
l:: root INFO[000O] saved cEOS configuration from ceos node to /root/nlnog21l-
srlinux demo/clab-rr/ceos/flash/conf-saved.conf
— ceos
L— flash INFO[0001] saved SR Linux configuration from srlinux node. Output:
L— srlinux /system:
t::config Saved current running configuration as initial (startup)
topology.yml configuration '/etc/opt/srlinux/config.json’

7 directories, 2 files
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https://containerlab.srlinux.dev/manual/conf-artifacts/

Containerlab

Working with persistant configurations and mounted directories

logical view

topology definition

. rr

:srl.json

: ceos.cfg

/path/to/dir:/gobgp

["srlinux:e1-1", "ceos:eth1"]
["ceos:eth2", "gobgp:eth1"]

configuration artifacts

17 © 2021 Nokia
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https://containerlab.srlinux.dev/manual/conf-artifacts/

Containerlab
Getting back to that laaC claim

github.com/hellt/srl-ceos-gobgp

From zero to hero in a minute

NOKIA


https://github.com/hellt/srl-ceos-gobgp
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Multivendor and open
Roth container- and VM-based Network OSes

Supported vendors and OS’es NOS type
16 15
14
12
10 9
3 60% 40%
6
4
2
0
Network OS'es Vendors m Containerized NOS = VM NOS
NOKIA JunPer ARISTA il @se @ nvikrorik

@ #/» paloalto’
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Multivendor and open
Roth container- and VM-based Network OS'es

NOKIA Juniper ARISTA

[m crpd ceos
VI-vmx VIr-veos

<3

NVIDIA

CVX

Containerized NOS

*Using basic linux kind
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Containerlab
Not versus, but with others

Network emulation SW Containerlab

ove €

Emuilated Virtual Environment

B GN53® CONTAINERIab
@ Purpose built & proven € First class support for containerized NOSes
€D Free versions available €@ Transparent datapath
© U € Git friendly & better image sharing and handling
@ VM-centric € Repeatable lab builds and Cl friendly

weak containers support
@ Heavy and semi-open

e Ui

€ Small footprint, open, free and fast
@ Fewer traditional NOS supported

@ No Ul
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Containerlab
Sounds interesting, where do | start?

» Explore containerlab.srlinux.dev documentation portal
« Try to create a lab with the Network OS dearest to your heart

« Missing feature, a problem, a nice idea? Reach out to us via
Github Issues/Discussions

« Join our growing community on Discord

« Give containerlab repo a
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https://containerlab.srlinux.dev/
https://discord.gg/vAyddtaEV9
https://github.com/srl-wim/container-lab

CONTAINER

https://containerlab.srlinux.dev
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