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You may know us...

Your personal files are encrypted

You have 5 days to submit the payment!!!

To retrieve the Private key you need to pay

MONDAY, JULY 5

Dutch team was a day away from saving Kaseya when
hackers struck; Ransomware demand hits $70 million




Victor Gevers @0xDUDE - Jan 15 e Victor Gevers @0xDUDE - Jan 17 v
- ) Slsalbenilay e on L b iEsiG ez ens i e e In about 5 minutes, a new scan to search for vulnerable Citrix #Shitrix
Netscalers to their organizations or their ISP and monitoring over 120 thousand -

P , 5 . endpoints will run again. So if you see 104.45.30.171 touching your Citrix
servers. The Dutch Security Hotline of @DIVDnl is reporting vulnerable o o
instances in the Netherlands. securitymeldpunt.nl/2020/01/15/How. server, then please don't panic. We are the good guys. Have a great weekend!
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Ook al voldoen ethische hackers aan het beleid van Minister Ivo

Opstelten toch zal het Openbaar Ministerie (OM) ze als criminelen

Immediately

to Z-CERT
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blijven behandelen. Wel kunnen ze vervolging ontlopen als aan
bepaalde voorwaarden wordt voldaan.
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) and their NIEUWS ET! HE

OM: Nederlandse hacker die
inlogde op Twitter-account
Trump niet strafbaar

De ethisch hacker die in oktober inlogde op het
twitteraccount van president Trump handelde daarbij
niet strafbaar. Dat concludeert het Openbaar Ministerie

na een onderzoek door het Team High Tech Crime.
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» Leidraad om te komen tot een praktijk
van Responsible Disclosure »

Huib Modderkolk e

President Donald Trump.
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Dutch

Dutch mentality:

e Open

® Honest

® (Collaborative
® For free

International reach.
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Dutch Institute

Dutch Institute for Vulnerability Disclosure
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Institutemmy (oivD)
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Dutch Institute for Vulnerability
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Vulnerabilities

Three kinds of cases:
Critical vulnerabilities
Data leak, victim notification
0-Days
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Critical Vulnerabilities

* Citrix ADC — DIVD-2020-00001
* Pulse Secure — DIVD-2020-00009, DIVD-2021-0005
* Exchange ProxyLogon — DIVD-2021-00001

(leV()ll(slcrant

RECONSTRUCTIE PULSE SECURE

Intern netwerk honderden bedrijven en

ministerie lag maandenlang wagenwijd open




Victim notification

* Own and third party research

* Mirai — DIVD-2020-00004

* Warehouse Bot — DIVD-2021-00012
* Telegram OD — DIVD-2021-00015

* Often very difficult for public agencies to handle
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O-days

* VembuBDR — DIVD-2020-00011
* Kaseya VSA — DIVD-2021-0002
* Kaseya Unitrends — DIVD-2021-00014

Dutch Institute for Vulnerability Disclosure 17



DIAVAD

Dutch Institute for Vulnerability
Disclosure

Dutch Institute for Vulnerability Disclosure
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Disclosure

Our mission:

Dutch Institute for Vulnerability Disclosure, we aim to make the
digital world safer by

reporting vulnerabilities we find in digital systems to the people
who can fix them.

We have a global reach, but do it Dutch style: open, honest,
collaboratie and for free.
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We need your help! (oo

* Even tough we have a “Landelijk Dekkend Stelsel” in The Netherlands....

whois 194.5.73.1
% Thi&is the RIPE Databdse query service.
% The objects are in RPSL format.
% The RIPE Database is subject to Terms and Conditions.
% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
To receive output for a database update, use the "-B"

% Information related to '194.5.73.0 - 194.5.73.255"

% Abuse contact for '194.5.73.0 - 194.5.73.255"'" is

* Please allow our scans (AS50559 — 194.5.73.0/24)
- Please forward our reports
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Disclosure

Reporting to those that can fix...

* (ritical vulnerabilities
e Netherlands:

® Trusted Information Sharing Partners

e NBIP, C2T, NCSC, DTC, CSIRT DSP, AAN, CVN, Z-CERT, FERM, etc
®  Via the network provider

® Directly
e International

®  Via the network provider
® Directly
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Disclosure

Reporting to those that can fix...

* Victim notification (data leaks)
* Directly to the victim
* To site operators

* Investigating cooperation with the ‘No More Leaks’ initiative
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Disclosure

Reporting to those that can fix...
0-Days

Within the CVD guidelines

Reporting to the vendor

Afterwards: just another critical vulnerability
Sometimes our hand is forced...

Dutch Institute for Vulnerability Disclosure
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Institute[mm (oivD)
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Research

Finding vulnerabilities
Scanning
Finding 0-days
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CSIRT

* Triage

 Publication
* Vendor relations
* Reporting
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Academy DIVD

Because heroes don’t scale

g b
H4CK3R$ _
; z13N <
D1Ng3N < I hacked the Dutch government

4Nd3R$ and all I got was this lousy t-shirt

d:
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Questions?
CSIRT: csirt@divd.nl

General: question@divd.nl

https://twitter.com/DIVDnl
https://divd.nl
https://csirt.divd.nl
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