
   

Making the internet more secure

‘one disclosure at a time’
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AS50559

• Frank Breedijk

• Head of CSIRT

• Researcher

• Initiator of ‘Nederlands Security 
Meldpunt’ which became DIVD 
CSIRT

• F.Breedijk@divd.nl
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AS8455 – Schuberg Philis/Atom86

• Frank Breedijk

• CISO

• fbreedijk@schubergphilis.com
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You may know us…
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Dutch 
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Dutch
Dutch mentality:

● Open
● Honest
● Collaborative
● For free

International reach.
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Dutch Institute
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Institute
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DIVD
(board, CISO, privacy 

officer)

Research CSIRT Academy

Advisory board
(Lodewijk van Zwieten, Ronald Prins, 

Petra Oldengarm, Herbert Bos)

Code of Conduct



   

Dutch Institute for Vulnerability
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Vulnerabilities
Three kinds of cases:

• Critical vulnerabilities 

• Data leak, victim notification

• 0-Days
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Critical Vulnerabilities
• Citrix ADC – DIVD-2020-00001

• Pulse Secure – DIVD-2020-00009, DIVD-2021-0005

• Exchange ProxyLogon – DIVD-2021-00001
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Victim notification
• Own and third party research

• Mirai – DIVD-2020-00004

• Warehouse Bot – DIVD-2021-00012

• Telegram OD – DIVD-2021-00015

• Often very difficult for public agencies to handle
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0-days
• VembuBDR – DIVD-2020-00011

• Kaseya VSA – DIVD-2021-0002

• Kaseya Unitrends – DIVD-2021-00014
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Dutch Institute for Vulnerability 
Disclosure
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Disclosure
Our mission:

Dutch Institute for Vulnerability Disclosure, we aim to make the 
digital world safer by    

reporting vulnerabilities we find in digital systems to the people 
who can fix them. 

We have a global reach, but do it Dutch style: open, honest, 
collaboratie and for free.
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We need your help!
• Even tough we have a “Landelijk Dekkend Stelsel” in The Netherlands….

• Please allow our scans (AS50559 – 194.5.73.0/24)
• Please forward our reports

20

$ whois 194.5.73.1
% This is the RIPE Database query service.
% The objects are in RPSL format.
%
% The RIPE Database is subject to Terms and Conditions.
% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
%       To receive output for a database update, use the "-B" flag.

% Information related to '194.5.73.0 - 194.5.73.255'

% Abuse contact for '194.5.73.0 - 194.5.73.255' is 'abuse@divd.nl'



Disclosure
Reporting to those that can fix…

• Critical vulnerabilities
• Netherlands:
• Trusted Information Sharing Partners
• NBIP, C2T, NCSC, DTC, CSIRT DSP, AAN, CVN, Z-CERT, FERM, etc

• Via the network provider

• Directly

• International
• Via the network provider

• Directly
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Disclosure
Reporting to those that can fix…

• Victim notification (data leaks)
• Directly to the victim
• To site operators
• Investigating cooperation with the ‘No More Leaks’ initiative
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Disclosure
Reporting to those that can fix…

• 0-Days
• Within the CVD guidelines
• Reporting to the vendor
• Afterwards: just another critical vulnerability
• Sometimes our hand is forced…
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Institute

Dutch Institute for Vulnerability Disclosure 24

DIVD
(bestuur, CISO, 
privacy officer)

Onderzoek CSIRT Academy

Raad van 
toezicht

Code of Conduct



Research
Finding vulnerabilities

• Scanning

• Finding 0-days
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CSIRT
• Triage

• Publication

• Vendor relations

• Reporting
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Academy
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Because heroes don’t scale



   

Questions?
CSIRT: csirt@divd.nl

General: question@divd.nl
https://twitter.com/DIVDnl

https://divd.nl
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