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« Starbing an IoF
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Wij zijn de jongste, menselijkste en meest bewuste internetprovider van o
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JANUARY 2019

* January |0
» KPN announcement
» Petition launched

s [Anuari 25

* Discussion between KPN board
and action committee

* [anuarl 2o
« KPN announces that decision Is final
* January 28

* Launch meeting XSMoetBlijven in Waag




EERUARY - MARCH 2008

* Februar /

* Action committee starts thinking about Plan
B 1T XS4ALL disappears

* Brand new ISP
s okeh
* Plan B announced

e  [Marelh 18

* [rotest at Riksmiysellin




AERIE 2017

- | - + April 10

(=)

Winst zonder bonussen

» KPN might look for alternative solutions
after threads from workers counsel

L B (OR)
(. -
- N rotests at the shareholder meeting of
KPN In Rotterdam

\

« ADry 74

* First meeting with Ibarra, CEO KPN



JUNE 2019

-

* |une 3

»+ Second meeting with |barra where selling
XS4ALL might become an option

* |une 6

« KPN announces not to consider alternative
plans OR

¢ imil >

* |barra announces leaving his position as
CEO and returning to lItaly
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AUGUST SEP I EMBER ZEHS

* AUglist |
* OR threatens to sue KPN
* AlUSUSEG

* Firm offer on [00% shares of XS4AlLL

BLIJVEN! » September 3

-———
\“
———

» OR gives negative advice on integration plan

e semicner )

+ KPN disagrees with OR advice



BEr I EMBER - OCTOBER ZEi

L el

.’-'

« Seplehiber [ 2

¢« KPIN annolnces to comn

AL

and informs action grou
not willing to sell

e Septeninor 21

iNtegrati

d

' they a

» Questions raised In parliament

e October )

« OR files a court case

Oon
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LA 8

« November 4, [4:30:

i
e

» Action group starts crowdfund
campalgn for Plan B

 November /, 19:30:
« .5 million as a loa

« 3|12 lenders

®
Ll

=003 average




LA 8

 November || 2019

» Action group announces
Freedom Internet

* rreedom Introduces Founding
Member

s | PYlay J0 4

« AS 206238, Freedom Internet starts




LA 8

CrowdAboutNow

onderneem investeer | —

Let op! U belegt buiten AFM-toezicht.

Al

Geen prospectusplicht voor deze activiteit.
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Jon

Ko©p jij jouw Stukje’ ' mipm= s
Freedom?

€4.000.000

200% behaald

Minimaal: €2.000.000

In korte tijd is het Freedom gelukt een internetprovider ot maximasl: £4.000.000

neer te zetten die internet, tv en bellen biedt én als

Aandelencampagne

* |6 June 2021

» 2nd crowdfunding campaign

v 7 ne il

* 4 million

e | 816 Investors

[
Ll

c2.202 average



CRGANIGATICIE

Stichting Appeltaart

* Freedom Internet BV

» Limrted Liability Company
» Operations

» Stichting (foundation) Appeltaart

Raad van Advies

T— « |00% shares

(RVA)

Freedom Internet BV — freedom.nl = > AdVl SO ry bOard

» Advices the board and the company



Stichting Appeltaart

\

governance

\ 100%

Raad van Advies

(RVA)

CRGANIGATICIE

Bits of Freedom
(BoF)

2

Freedom Internet BV

— freedom.nl =

31ts of Freedom

« Owns freedom.nl domain

* On-loan to Freedom Internet

* Acts as watchdog

3V


http://freedom.nl

Stichting Appeltaart

\

governance

Raad van Advies

CRGANIGATICIE

Stichting

Administratiekantoor
Appelpunt

Certficate
holders

\ 50% 50%

Bits of Freedom
(BoF)

(RVA)

Freedom Internet BV

— freedom.nl =

¢ breedom Inlerne: By
* Limrted Liability Company
s Opecpifions
» Stichting (foundation ) Appeltaart
» 50% shares
s Frelelice noles

- Stichting Administratiekantoor Appelpunt

« 50% shares



Stichting Appeltaart

\

governance

Raad van Advies
(RVA)

B

CRGANIGATICIE

Stichting

Administratiekantoor

Appelpunt

e Future Dividena
—c>

\ 50% 50%

» 50% stichting appeltaart

« 50% to certificate holders

Bits of Freedom
(BoF)

Freedom Internet BV

— freedom.nl =
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Service
Provider

S ARFING AN IF

* Simple isn't it
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S ARFING AN IF
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Service
Provider

S ARFING AN IF
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Service
Provider

S ARFING AN IF

* Simble s e

\ » Oh wait... money

* = and con el

* and all these last mile lines



= ARTING AN 1P

« Simple st i

» Oh wait... money

*  Jncl eonlrdch

e ana all these |last mile lines

* More contracts



RUNNING AN [SP

* What If the customer leaves

» Contract with the access provider
remains




RUNNING AN [SP

Internet

Internet
Service
Provider

!

€
. » Contract with the access provider

A |
remains
Provider

* What if the customer leaves

» Contracts come consequences
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Internet
Service
Provider
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S TOMER MOVES RO

nnnnnnnn
Service

s What If a customer moves e

* New line before the current one St




S TOMER MOVES RO

nnnnnnnn
Q * New line before the current one stops

* When Is the customer moving!

nnnnnnnn
Service
Provider

* Did the customer move

» Different access technology

« DSl toREIE /P 1E i@ s

D D - FTTH: AON to GPON

« SCrAPC of 50




S TOMER MOVES RO

nnnnnnnn
Service

» Can we really cancel the 'old’ line?

» (an the customer keep the sarie i
address!




VDAL 1

Internet

Internet
Service
Provider

: « Customer moves to another access
s provider

Access

¢ Provider
- N y

Access
Provider




MORE THAN |UST ACCESS
e Einal

Internet
Modem
Television Manufacturer
Provider e
* Jelevision
Service
Tglephc;)ny Int : Engineers
rovider nterne
Service 5 TelephOﬂy
Provider
Logistics
Email Financial ® ® C P ES
Provider Administration

 Manufacturer

RIPE
addresses
D brokers \

Payment
Provider

Access
Provider

* Looislic pariner

» Installation engineers

* 00 and the mofiey




FORE | HAN JUST NE T YWWORKHNES
» Qutsourcing

Loglstlcs
Website Resellers Prowder

Telephony

Provider ' . .

\ % » Communication & Orchestration
Engineers

Email

Provider » SOMS Order Management System

\ : y

FlnanC|aI

SOMS Admlnlstratlon <S O I\/l S>

Payment
\ c * In-house developea

Synchronous & asynchronous messaging

Hosting
Provider

A Future
4 Future  « ACCGSS \ Access
~ . Prowder Provider
(  services ) \ —_—— -~ /

Generic architecture



[0 ERINAL TOOLITNE

E Pager Dut;;_}

Discorse
(community)

Gitlab

Jira/Confluence

Zammad
(ticketing)
Grafana
SOMS (Dashboard)
(I\Cl)?\;l%oé() Prometheus
PowerDNS ELK
(Authoritative DNS) (logginQ)
. LibreNMS
FreeRadius (NMS)
GenieACS
(ACS)

SnipelT
(Asset management)

* Pretty Standard DevOps stack
* Provisioning
s L

» Netbox is leading

* PowerDNS

* FreeRadius



[0 ERINAL TOOLITNE

E Pager Duty‘.}

Discorse
(community)

Gitlab

Jira/Confluence

SnipelT
(Asset management)

Zammad
(ticketing)
Grafana
SOMS (Dashboard)
(I\Cl)?\;l%oé() Prometheus
PowerDNS ELK
(Authoritative DNS) (logginQ)
. LibreNMS
FreeRadius (NMS)
GenieACS
(ACS)

* Pretty Standard DevOps stack

¢ Acclranee

Prometheus / Alert manager

Pager Duty

Flastic LogStash Kibana (ELK)
Grafana

L [DreNMIS

(Gehjenl s



[0 ERINAL TOOLITNE

E Pager Dut;;_}

Discorse
(community)

Gitlab

Jira/Confluence

Zammad
(ticketing)
Grafana
SOMS (Dashboard)
(I\Cl)?\;l%oé() Prometheus
PowerDNS ELK
(Authoritative DNS) (logginQ)
. LibreNMS
FreeRadius (NMS)
GenieACS
(ACS)

SnipelT
(Asset management)

* Pretty Standard DevOps stack

s SUpDOIt

Zarmaea

iscourse
Grtlab

Jira / Confluence

Snipel T



INTERNAL NETWORK

* Provisioning with Ansible

s ProxdMexvlYs

» Standard 'silo’ compartmentalisation

» OSPF for inter-silo routing

- Qutside access via front proxy




NE T WORKING

* lypical ISP network

* A@cess | sl e

» Broadband Access Server (BRAS)

* |Internal network

cccccc

* Pobder Folllices



NE T WORKING

* PPPok tunnels terminated on BRAS

» PPPokE makes IPv6 through the
°PP tunnel possible

» Independency of access networks
capabllities

« RADIUS ToF Al




NE T WORKING

*+ PPPot signalling is entictisg

» Jagged with Circurt-1D

« Out-Of-Band authentication

* Physical connection represents the
supbscriber




NE T WORKING

» BGP with partners

Hosting
Provider Lo
Telephony i
Provider '
|
Email
Provider

s » Application services

DNS servers

BGP
routers

| e Almost all olltsalltecd

6%9 Radius servers ? ‘ n = h O U S e

| | « Recursive DNS

| Networks

¢ AL




NE T WORKING

Internet

Hosting
Provider

DNS servers !

BGP :

—— | * Insourcing

Telephony
Provider

Email

| < - ¢ BRAG

Provider
% BRA Radius servers i
Television o ‘ ’\/ \D ‘ U S
Provider
Access
Provider



NE T WORKING

* Hybrid In and outsourced

= DAY

« RADIUS In-house

» RADIUDS proiey

. Visibility

* Syslog proxy




NE [ WORKING
&3

e ‘ &S
\\\.\‘,‘" * Redundancy issues

BGP

-------------------------------------------------------------- S e « Access networks interconnects

Access
Provider




NE T WORKING

& » Redundancy

» rully redundant network

+ Multiple gataceniers

« Router / BRAS

¢ Sebchs




[ESOONS [EARINED

N\ /

* Legacy Is easy to Introduce




[V ADDRESS SPATE

N

' PV 4 S Good and affordable addresses

‘ * We mostly rent aadresses

(




T ADDRESS P

« (Good and affordable addresses
* We mostly rent addresses
« (Geolocation Issues

« Arab advertisements

o9l @, ply>
vuusua.com



[V ADDRESS SPATE

Uitgeverij

Overloaded

UITGEVERI)

Vanuit uw land kunt u geen toegang tot onze winkel
Krijgen. Excuses voor het ongemak.

« (Good and affordable addresses

* We mostly rent addresses

* (ieoloealion Isslics

« Arab advertisements

» Blocking access

» MaxMind Geolite(2) Free database

 Bundled In 'security products



[V ADDRESS SPATE

e (Calls and emaills with the owners or
sysadmins of the sites

* You have to request | 110
addresses from the Dutch
csovernment”

* You have to get your addresses
registered by the Dutch government”




[V ADDRESS SPATE

e (Calls and emaills with the owners or
sysadmins of the sites

» "Our sysadmin really knows how the
Internet works. He says that you

ead

to talk to KPINL I hey do the internes

« " lalk to your ISE ‘they neeg i@
unblock you."



[V ADDRESS SPATE

« (Calls and emails with the owners or
sysadmins of the sites

» "Thanks for telling us. We told the security
company and made an exception for you."

» "Oh my goodness. We payed MaxMind for
years and we now see we use their free
not-so-up-to-date product.’

- "We unblocked your space. No thanks, my
bleasure, now | know how that works
ere




LR PVIDRIN

- [elevision rights are a nightmare

and expensive

* You have to pay for all our channels and
you have to put them in the basic package.

» The beginning and end of each program
has to be marked by a human

| | * Yes there are markers direacy B
| | you are not allowed to use these for
recordings.




LR PVIDRIN

 Number one headache

» Quality Is far below par

 Metric *"* ton of coflp

» Replaced all 51Bs in September Z0E

» Quality remained below par




LR PVIDRIN

Nieuwkomer Freedom Internet * Number one headache

Glasvezel krijgt het laagste
oordeel voor tv-kwaliteit met een
5,7. Ook via DSL waarderen
Freedom Internet klanten de tv-

kwaliteit niet erg hoog (6,3)... » Replaced all STBs in September 2020

» Quality Is far below par

 Metric *"* ton of coflp

| | » Quality remained below par




LR PVIDRIN

* |P-TV outsourced
* No traitic dala

» PCAP captures from the modes

« RFC 1918 address conilich



LR PVIDRIN

» Data gathering by ' V-provider

e SR

* Retry-traffic statistics from the
servers

» Multicast forwarding 1ssues mostly
on r | I'H-networks




LR PVIDRIN

» Customers reported that the quality
Improvea




v
consumenten

bond

A 4

BESTE UIT
DE TEST

APR 2021

AL ra

* Best provider
» Customer goodwill
« Custorner Lt

 Crowdfunding
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