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• OR threatens to sue KPN 


•  August 6 


• Firm offer on 100% shares of XS4ALL


• September 3 


• OR gives negative advice on integration plan


•  September 9 


• KPN disagrees with OR advice

AUGUST - SEPTEMBER 2019



• September 19 


• KPN announces to continue integration 
and informs action group that they are 
not willing to sell


•  September 20 


• Questions raised in parliament 


•  October 21


• OR files a court case

SEPTEMBER - OCTOBER 2019



•  November 4, 14:30: 
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campaign for Plan B
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• 3112 lenders
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• November 11 2019


• Action group announces  
Freedom Internet


• Freedom introduces Founding 
Member


• 1 May 2020 


• AS 206238, Freedom Internet starts
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• Freedom Internet BV


• Limited Liability Company


• Operations


• Stichting (foundation) Appeltaart


• 100% shares


• Advisory board


• Advices the board and the company

ORGANISATION
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• Bits of Freedom


• Owns freedom.nl domain


• On-loan to Freedom Internet BV 


• Acts as watchdog
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http://freedom.nl


• Freedom Internet BV


• Limited Liability Company


• Operations


• Stichting (foundation ) Appeltaart


• 50% shares


• Preferred shares


• Stichting Administratiekantoor Appelpunt


• 50% shares
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• Future Dividend


• 50% stichting appeltaart


• 50% to certificate holders
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• Simple isn't it?
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• Simple isn't it?


• Oh wait... money
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• Simple isn't it?


• Oh wait... money


• ... and contracts
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• Simple isn't it?


• Oh wait... money


• ... and contracts


• and all these last mile lines
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• Simple isn't it?


• Oh wait... money


• ... and contracts


• and all these last mile lines


• more contracts
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• What if the customer leaves


• Contract with the access provider 
remains

RUNNING AN ISP
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• What if the customer leaves


• Contract with the access provider 
remains


• Contracts come consequences
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• ... a customer moves homes

WHAT IF?
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• What if a customer moves homes?


• New line before the current one stops?

CUSTOMER MOVES HOMES
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• New line before the current one stops


• When is the customer moving?


• Did the customer move


• Different access technology


• DSL to FTTH / FTTH to DSL


• FTTH: AON to GPON


• SC/APC or SC/PC

CUSTOMER MOVES HOMES
Internet

Internet 
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Provider
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Provider Access

Provider



• Can we really cancel the 'old' line?


• Can the customer keep the same IP-
address?
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• Customer moves to another access 
provider

WHAT IF...
Internet
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Provider Access
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• Email


• Television


• Telephony


• CPEs


• Manufacturer


• Logistic partner


• Installation engineers


• oh... and the money
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• Outsourcing


• Communication & Orchestration 


• SOMS  Order Management System 
(SOMS)


• In-house developed


• Synchronous & asynchronous messaging


• Generic architecture

MORE THAN JUST NETWORKING
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• Pretty Standard DevOps stack


• Provisioning


• SOMS


• Netbox is leading


• PowerDNS


• FreeRadius

INTERNAL TOOLING
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(community)SOMS
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SnipeIT
(Asset management)



• Pretty Standard DevOps stack


• Assurance


• Prometheus / Alert manager


• Pager Duty


• Elastic LogStash Kibana (ELK)


• Grafana


• LibreNMS


• GenieACS
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• Pretty Standard DevOps stack


• Support


• Zammad


• Discourse


• Gitlab


• Jira / Confluence


• SnipeIT
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• Provisioning with Ansible


• ProxMox VMs


• Standard 'silo' compartmentalisation 


• OSPF for inter-silo routing


• Outside access via front proxy
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• Typical ISP network


• Access / last mile


• Broadband Access Server (BRAS)


• Internal network


• Border routers

NETWORKING
Internet

BGP
routers

BRAS

Access
Networks

Servers

Radius servers

routers



• PPPoE tunnels terminated on BRAS


• PPPoE makes IPv6 through the  
PPP tunnel possible


• Independency of access networks  
capabilities 


• RADIUS for AAA

NETWORKING
Internet

BGP
routers

BRAS

Servers

Radius servers



• PPPoE signalling is enriched 


• Tagged with Circuit-ID


• Out-Of-Band authentication 


• Physical connection represents the 
subscriber 

NETWORKING
Internet
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Servers

Radius servers



• BGP with partners


• Application services


• Almost all outsourced


• In-house


• Recursive DNS


• ACS
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• Insourcing 


• BRAS 


• RADIUS
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• Hybrid in and outsourced 


• BRAS


• RADIUS in-house


• RADIUS proxy


• Visibility


• Syslog proxy
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• Redundancy issues


• Access networks interconnects

NETWORKING
Transit

BGP
routers

BRAS

Access
Provider

Servers

Telephony
Provider

Email
Provider

Hosting
Provider

BGP
routers

Peering

BRAS



• Redundancy


• Fully redundant network


• Multiple datacenters


• Router / BRAS


• Servers
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• Legacy is easy to introduce

LESSONS LEARNED



• Good and affordable addresses


• We mostly rent addresses

IPV4 ADDRESS SPACE

IPv4



• Good and affordable addresses


• We mostly rent addresses


• Geolocation issues


• Arab advertisements

IPV4 ADDRESS SPACE



• Good and affordable addresses


• We mostly rent addresses


• Geolocation issues


• Arab advertisements


• Blocking access


• MaxMind GeoLite(2) Free database


• Bundled in 'security products'

IPV4 ADDRESS SPACE



• Calls and emails with the owners or 
sysadmins of the sites


• "You have to request Dutch 
addresses from the Dutch 
government"


• "You have to get your addresses 
registered by the Dutch government"

IPV4 ADDRESS SPACE



• Calls and emails with the owners or 
sysadmins of the sites


• "Our sysadmin really knows how the 
Internet works. He says that you 
need  
to talk to KPN. They do the Internet."


• "Talk to your ISP.  They need to 
unblock you."

IPV4 ADDRESS SPACE



• Calls and emails with the owners or 
sysadmins of the sites


• "Thanks for telling us. We told the security 
company and made an exception for you."


• "Oh my goodness. We payed MaxMind for 
years and we now see we use their free 
not-so-up-to-date product."


• "We unblocked your space. No thanks, my 
pleasure, now I know how that works 
here."

IPV4 ADDRESS SPACE



• Television rights are a nightmare  
and expensive


• You have to pay for all our channels and 
you have to put them in the basic package.


• The beginning and end of each program 
has to be marked by a human


• Yes there are markers already but  
you are not allowed to use these for 
recordings.

TELEVISION

TV



• Number one headache


• Quality is far below par


• Metric *** ton of complaints


• Replaced all STBs in September 2020


• Quality remained below par

TELEVISION



• Number one headache


• Quality is far below par


• Metric *** ton of complaints


• Replaced all STBs in September 2020


• Quality remained below par

TELEVISION

Nieuwkomer Freedom Internet 
Glasvezel krijgt het laagste 

oordeel voor tv-kwaliteit met een 
5,7. Ook via DSL waarderen 

Freedom Internet klanten de tv-
kwaliteit niet erg hoog (6,3)...



• IP-TV outsourced


• No traffic data


• PCAP captures from the modems


• RFC1918 address conflicts
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• Data gathering by TV-provider


• STB-data


• Retry-traffic statistics from the 
servers


• Multicast forwarding issues mostly  
on FTTH-networks
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• Customers reported that the quality 
improved

TELEVISION



• Best provider


• Customer goodwill


• Customer uptake


• Crowdfunding

LOYAL FANS



QUESTIONS

?


