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Operating markets
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Wholly owned subsidiaries or join Ventures



IPv6 usage
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https://www.potaroo.net/ispcol/2023-01/addr2022.html
https://www.google.com/intl/en/ipv6/statistics.html


AS6830 = Tier 1 ISP
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IP type transiting AS6830 by market
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Traffic breakdown Operating Company. Weekly average september 2023
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DDOS Mitigations
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2022 DDOS Mitigations
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Mirai

8

IPv6 as Indicators of  Compromise

Malware Trades size and complexity against detectability

Run time Memory

Upload time

Common API

AV detection

Sleep commands



Malware example
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Software libraries not supporting ipV6
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https://pavel.network/enabling-ipv6-support-for-ipv4-only-apps-on-linux/

There are two IP address types in the standard library: net.IP for
just a basic IPv4 or IPv6 address, and then also net.IPAddr if you need
to support IPv6 zone scopes. Having two types in the standard library 
means you need to decide which type to accept or return from your code, 
or have two+ variants, which gets annoying (e.g. Go’s Resolver.LookupIP vs Resolver.LookupIPAddr)

Go’s IP type can’t distinguish between IPv4-mapped IPv6 addresses and IPv4 addresses. 
The Go IP type doesn’t record the original address family.

Source: https://tailscale.com/blog/netaddr-new-ip-type-for-go/

https://en.wikipedia.org/wiki/IPv6_address
https://golang.org/pkg/net/
https://golang.org/pkg/net/
https://play.golang.org/p/hmdnDK0Uy7y
https://en.wikipedia.org/wiki/IPv6
https://tailscale.com/blog/netaddr-new-ip-type-for-go/


Tracing spoofed traffic (DDOS IOC)
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Providers
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Source: Internal SIEM report on DDOS for a week in September 2023



Knowledge gap
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Vulnerability scanning
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Add abuse feed diagram



summary
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• Security Through obscurity
• Attackers currently focus on v4
• Current v6 is inherently a subset of what is found in V4 universe
• Small gains for (exclusively) targeting V6

• IPv6 attacks will increase but it won’t be as easy to identify compromised



What can enterprises do?



Enterprise vulnerabilities
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• Known knowns

• Server (ansible) configs

• router config

• (static IPv6)

• FQDN

• Known Unknowns

• Prefix ranges

• EUI configurations

• Unknown knowns

• Firewall/router logs

• Scanning a single /64

• Unknown unknowns
/ None tractables 

• Scanning all our V6 space

Make it tractable by:

Scan SLAAC address of known vendors OUI’s 

IPv4 based addresses

guessing IID’s

RFC7707

On a LAN
ICMPv6 echo to multicast addresses.

DNS based scanning
LLMNR, mDNS, DNS-SD



Questions?
.
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